VPN Config — Windows 10

1. Click on the Internet Icon, then click on the link as showed
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2. Next, from the left menu, select VPN
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3. Click on Add VPN Connection from the right side of the window



4. Check the configuration and do the same using your own credentials
For requesting the Pre Shared Key, please send an email to
vpn_config@ciimar.up.pt with the subject VPN Password, you will receive the
Secret VPN password in 5-7 seconds. Please use your CIIMAR email to request
this.

Adicionar uma ligacao VPN

Fornecedor de VPN

Nome da ligagdo

CIIMAR VPN Connection Name

Nome ou endereco do servidor

193.136.52.50

Tipo de VPN

Chave pré-partilhada

Pre Shared Key — request by mail

Tipo de informac6es de inicio de sessdo

Type: Username and Password

Nome de utilizador (opcional)

CIIMAR email address

Palavra-passe (opcional)

v/ Memorizar as minhas informacdes de inicio de sessdo

At the end click Save

5. Now, at the other window, click on Ethernet
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6. Next, click on Network and Sharing Center
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7. From the left Menu, click on Change adapter settings and at the CIIMAR VPN,
select and click with right mouse key and go to Properties.
Check the Security options as showed.
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8. To finish, please click again with right mouse key on CIIMAR VPN and go to
Properties, next, select the Networking tab:

i 1
3 VPN Connection Properties E

| General | Options | Securty | Networking | Sharing |

This connection uses the following items:

.. Intemet Protocol Version 6 (TCP/IPv6)
-i- Intemet Protocol Version 4 (TCP/IPv4)

B! File and Printer Sharing for Microsoft Networks

wide area network protocol that provides communication
across diverse interconnected networks.

% Client for Microsoft Networks
) Install.. A Uninstall Properties
Description

Transmission Control Protocol/Intemet Protocol. The default

[ ok

J [ concel |

Select the Internet Protocol Version 4 and click Properties

Propriedades de Protocolo IP Versdo 4 (TCP/IPv4) X
Geral
Pode optar por atribuir automaticamente as definigdes IP se a rede

suportar essa funcionalidade. Caso contrario tem de pedir ao
administrador de rede as definigdes IP apropriadas.

(® Obter um endereco IP automaticamente
O Utiizar o seguinte endereo IP:
(O Obter automaticamente o endereco do servidor DNS

=P (@) Utiizar os seguintes enderecos de servidor DNS:

Servidor DNS preferido: 192 . 168 . 222 . 250
192 . 168 . 222 . 251|

—

Servidor DNS altemativo:

| Avangadas... |

ok 7 Conosir |

Check the config as this one,

- Use default gateway on remote network

== 7] Automatic metric

Click on “Use the following DNS...”

Fill the same IP address as showed
Then select Advanced

Advanced TCP/IP Settings -ﬂ-.""
IP Settings | DNS |WINS

This checkbox only applies when you are connected to a local
network and a dial-up network simultaneously. When checked, data

that cannot be sent on the local network is forwarded to the dial-up
network.

[] Disable class based route addition

Interface metric




' Advanced TCP/IP Settj @
[IP Settings | DNS | WINS | Next, click on DNS tab and at the

DNS server addresses. in order of use: bottom, write at the DNS suffix

192.168.222.250 4 “cii ”
1o 2 2 ciimar.up.pt” as showed.

m

DNS suffix for this connection:  ciimar.up pt|
[] Register this connection’s addresses in DNS
Use this connection’s DNS suffixin DNS registration
ok | [ Concel | After this steps, just click OK on all

opened windows

Test your connection by clicking on the Internet icon and select CIIMAR VPN, then click
Connect.

0% CIIMAR VPN




Thanks,
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